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New Statutes and Regulations: This outline will provide a detailed introduction to a draft Massachusetts statute dealing with electronic transactions, and recent encryption export control regulations.

A. Massachusetts Uniform Electronic Transactions Act
1. Overview:  

a) The Act clarifies Massachusetts law regarding the enforceability of business transactions using electronic records and electronic signatures. The Act makes clear that, with certain limited exceptions, electronic records and signatures are to be given the same effect as those on paper.

(1) The Act is mainly procedural, and not substantive.  It is intended to be an overlay upon existing laws.  It generally leaves the substantive rules of law intact in such areas as obligations and rights of parties, liability, and illegality of certain actions. 

2. Status:

a) New Draft published December 23,1999.  Not yet submitted to the Legislature.

3. Main operative provision:

a) Section 7 states that a record, signature or contract may not be denied legal effect or enforceability solely because it is in electronic form, or solely because an electronic record was used in its formation. Additionally, if an existing law requires a record to be in writing, the Act provides that an electronic record will satisfy the law, and if a law requires a signature, an electronic signature will satisfy the law.

(1) Certain exceptions have been carved out, including wills, testamentary trust, and most provisions of the UCC.  However, the Act covers Articles 2 and 2A of the UCC.

(2) Section 13 makes clear that in a court or other proceeding, evidence of a record or signature may not be excluded solely because it is in electronic form.

4. Other important provisions:

a) Section 5 makes clear that the provisions of the Act are not mandatory:  The parties must agree to conduct a transaction by electronic means, and may agree to vary almost any of the Act’s provisions by contract.  The Act does not require the use of electronic contracts or signatures.

b) Section 14 provides that a contract may be formed by one computer interacting with another computer, with no human awareness or review of the contract formation or the terms and provisions of the contract.

(1) Thus, computers may form contracts for individuals and entities.  This method is used extensively in business to business transactions, including those implemented with Electronic Data Interchange, and is used by individuals when, for example, an intelligent agent searches the Internet for the best price on a product or service, and completes the transaction automatically.

c) Section 8 sets forth certain minimum standards in order for the signature or record to have legal effect:  

(1) In order for a record to be considered to have been sent or delivered, the record must be capable of retention by the recipient at the time of receipt.  Thus, if the sender inhibits the retention or printing of the record by the recipient, any provision concerning delivery will not have been satisfied.

(2) If a law requires a record to be posted or displayed in a certain manner, to be sent, communicated, or transmitted by a specified method, or to contain information that is formatted in a certain manner, certain specific rules apply.  These requirements may not be varied by agreement of the parties, unless so provided in the underlying law.

d) Section 10 deals with errors.  It requires an party to take certain actions, including notification, in order to avoid the effect of he error, and specifies that no value or benefit may be retained if the error is to be avoided.

e) Section 16 deals with transferable and negotiable records, such as promissory notes, bills of lading and warehouse receipts.

B. Revised U.S. Encryption Export Control Regulations

1. Status:

a) On January 12, 2000, the United States Department of Commerce Bureau of Export Administration (BXA) issued new encryption export regulations.

2. Major Changes:

a) The revised rules amend the Export Administration Regulations (EAR) to allow the export and reexport of any encryption commodity or software, regardless of key length,  to individuals, commercial firms, and other non-government end-users in all destinations, with limited exceptions.

b) The rules also allows export and reexport of “Retail encryption commodities and software” to all end-users (including foreign governments) in all destinations, with limited exceptions.

(1) “Retail encryption commodities and software”  are products which do not require substantial support for installation and use, and which are sold in tangible form through independent retail outlets, or products in tangible or intangible form, which have been specifically designed for individual consumer use.

(a) Retail encryption products sold in electronic form, i.e., over the Internet, will be treated the same as the identical products sold at retail outlets.

(b) The Bureau of Export Administration will determine which products qualify as Retail through a review of their functionality, sales volume, and distribution methods. New products which are functionally equivalent to existing products classified as retail will also be considered retail.

c) The rules allow telecommunications and internet service providers to obtain and use any encryption product to provide encryption services, including public key infrastructure services for the general public.

d) “Open source” encryption source code may be exported (which includes export by posting a copy on the internet) without a technical review. The exporter must submit to BXA a copy of the source code, or a written notification of its Internet location, by the time of export. Foreign products made with the unrestricted source code do not require review and classification by BXA for reexport.

e) Any encryption item (including commodities, software and technology) of any key length may be  exported or reexported to foreign subsidiaries of U.S. firms without a technical review. Foreign nationals working in the United States no longer need an export license to work for U.S. firms on encryption.

f) Post-export reporting is required for certain exports to a non-U.S. entity of products with key lengths above 64 bits. However, no reporting is required if the item is a finance-specific product or is a retail product exported to individual consumers. Additionally, no reporting is required if the product is exported via free or anonymous download.

(1) Post-export reporting requirements are streamlined, and changes are made to reflect amendments to the Wassenaar Arrangement.

g) The revised rules implement the encryption policy announced by the White House on September 16 and will simplify U.S. encryption export rules. However, restrictions on terrorist supporting states (Cuba, Iran, Iraq, Libya, North Korea, Sudan or Syria), their nationals and other sanctioned entities are not changed.

h) Licenses will still be required for exports of encryption technology, technical assistance, cryptographic application programming interfaces, source code and exports destined to foreign government and military end users.
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